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1 Introduction 
This document contains the specification of the Multimodal Middleware Protocol. The 

Multimodal Middleware Protocol was developed in the OpenInterface STREP project aiming 

to facilitate the adoption of new multimodal interaction techniques on mobile and embedded 

devices. 

A study of existing solutions was made before the decision to develop a new protocol. That 

study is reported on deliverable D7.3 Roadmap to standards [2]. The list of protocols analysed 

comprises: Java Message Services, Advanced Message Queuing, Open Services Gateway 

Initiative, Message Queue for CPP, Google’s Protocol Buffers, Open Sound Control, Message 

Bus and the Distributed Multimodal Synchronization Protocol. The study also includes 

already existing multimodal standards and architectures defined by the World Wide Web 

Consortium (W3C) like Extensible Multimodal Annotation Markup Language (EMMA) and 

Multimodal Interaction Framework. The conclusion of this study was that there is a gap 

between actual standards at the point they do not describe how components should interact in 

a platform and implementation independent way. The case for the W3C Multimodal 

Interaction Activity defines how components should exchange information, but does not 

specify how components will connect themselves to the web browser. The intention of this 

document is to define a new standard to fill this gap, but allowing existing standards to be 

freely adopted by component developers, letting them choose the best protocols for their 

components based on their application needs.  

The Multimodal Middleware Protocol (MMP) was developed to provide a common 

communication layer for Multimodal Components. It enables components from different 

vendors to interoperate, as all communication is made using network standards. Vendors are 

free to use custom platforms, different programming languages and network protocols. The 

network complexity was encapsulated in a standard library and an open source reference 

implementation. The protocol architecture also enables a component network with different 

network protocols, moving the protocol translation work to a central component, called 

Multimodal Hub. 

This specification relies on the conceptual model defined on deliverable D5.1 Conceptual 

Component Model [3]. The OpenInterface Modality Description Language (OIMDL) and the 

OpenInterface Component Description Language (OICDL) are the standard description 

languages used for Modalities and Components respectively. 
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The open source implementation of the Multimodal Middleware Protocol and the Multimodal 

Hub in the Python language is available on http://pmmh.sourceforge.net/. 

This document divides the protocol in three parts: data format for serialization, standard 

message exchange and the Multimodal Hub behaviour. It has thirteen sections: Introduction, 

Design Goals, Overview, Data Types, Standard Message Header, Number Allocations & 

Component Repository, Standard Events, Event Specification Format, Multimodal Hub, 

Suggested Events for Interaction Devices, Sample Session, Conclusion and References. 

This Introduction describes our motivation to develop a new protocol. Design Goals describes 

the leading principles that guided the design of the new protocol. On Overview, the protocol 

and the architecture are presented briefly to help the understanding of the next parts. Data 

Types defines the wire level foundation for data transfer and representation. The Standard 

Message Header defines the three most important fields in the protocol. Number Allocations 

& Component Repository explains the relationship between IDs and the Component 

Repository. Standard Events bring the definition of the events that make the protocol. Event 

Specification Format defines the XML file format to be used when defining new events for 

protocol extension. Multimodal Hub presents the processing rules and behaviour of a standard 

implementation of this central component. Suggested Events for Interaction Devices bring 

some sample events defined during the execution of the OpenInterface Project. Sample 

Session resumes the basic interaction needed between a component and a Multimodal Hub 

implementation. Conclusion presents our observations and lessons learned during the 

development of this proposal. The References section lists external sources cited in this 

document. 

   

 

 

 

http://pmmh.sourceforge.net/
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2 Design Goals 
The new protocol design was guided by the following goals: 

 Lightweight clients 

 Language and platform independence 

 Network independence 

 Routing 

 Publish/subscribe 

 Extensibility 

These goals are explained in the next sub-sections. 

2.1 Lightweight clients 

Embedded devices and limited resources devices should be able to implement the protocol 

and participate in the component network. The computational requirements must be kept to 

the minimum as possible. This goal aims to make possible the implementation of the protocol 

with very few computational resources and to extend the application area of the protocol to a 

wide range of mobile and embedded devices. 

2.2 Language and platform independence 

As embedded devices and mobile phones do not share a common development language or 

binary format, the protocol must not rely on specific language or platform features. The 

specification of the protocol must be implementation independent. This means the 

specification should be sufficient to allow a new implementation from it. 

2.3 Network independence 

The Multimodal Middleware Protocol must not rely on specific network protocols. This is 

especially important as new protocols can arose and be used. The only exception to this rule is 

the maximum event size in bytes. The protocol should be able to work with message oriented 

protocols and streaming protocols. Security and reliability concerns must not be addressed 

directly by this protocol specification and are considered out of scope. 

2.4 Routing 

The protocol must enable event routing using its own independent addressing scheme. The 

routing must be done using the information provided in the Standard Message Header (see 
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section 5, page 13). Routing must enable the delivery of messages from producer components 

to consumers, with or without filtering rules. 

2.5 Publish/subscribe 

All components must be able to publish their events and also to subscribe to events published 

by other components. The subscription rules are managed by the Multimodal Hub. 

2.6 Extensibility 

New events must be added without changes in the protocol. The Event Specification Format 

(see section 8, page 24) provides a simple way to add new messages. This allows the support 

of new devices and interaction modalities to be guided by component developers themselves. 

All events must be registered in the central repository. 
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3 Overview 
The architecture of the Multimodal Middleware Protocol can be represented by the 

Multimodal Hub, Components and an optional External Interface. As shown on Figure 1, the 

Multimodal Hub is the central connection point, but the protocol also allows direct 

communication between components in specific cases (dotted line). 

 

 

Figure 1 - Multimodal Hub Architecture 

 

As much as possible, all complexity is centralized in the Multimodal Hub.  

The Multimodal Hub is a special component, responsible for linking components in a virtual 

message bus. It builds this virtual bus acting like a central network server, able to serve 

multiple network protocols at the same time. The Multimodal Hub is also responsible for 

managing the connections between components including subscriptions and event forwarding. 

This centralization permits thinner components and simplify the software development of 

each component. 

A component is any piece of software able to connect to the Multimodal Hub using the 

Multimodal Middleware Protocol and that consumes and/or produces events. Components can 

be written in any programming language or architecture as far as it is able to connect to the 

Multimodal Hub. Components will use the standard protocol libraries to communicate with 

the Multimodal Hub whenever possible. 

The protocol also supports direct connections between components. This can be necessary 

when special media is required or where the interaction between these components are better 

suited for other protocols. For example, if two components need to transfer a file, they can use 
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HTTP or FTP for this operation. This feature allows the protocol implementation to be very 

light, but embracing existing protocols where appropriate. 

An external interface is a special component that is able to communicate with the Multimodal 

Hub, but at the same time can translate events to other protocols. An example of external 

interface can be a web browser plug in or a protocol translator (OSGi). 

The key aspect of the protocol is to enable components to produce and consume events, being 

managed by the Multimodal Hub. The protocol was designed to connect these components 

based on the events they can produce or consume and not on a specific destination 

component. All messages are sent to the Multimodal Hub that is responsible for forwarding 

these messages to the right components. This message routing is configuration based and is 

independent of the component implementation, allowing runtime experiments and the 

introduction of intermediary components. 

The routing flexibility provides enough freedom to the component network to replace 

components, copy and delete messages between them, as well as to filter and compose events. 

Intermediary components can be introduced in the message flow to translate or filter 

messages. 

The Multimodal Middleware Protocol was specified to be lightweight and configurable by 

end users, but allowing extension with new events and components without disturbing the 

standard behaviour of the component network. 

A component repository was implemented to help standardization of events and to promote 

component interoperability. The Component Repository is a web interface to this database, 

allowing the registration of new events and devices. It also supports rich multimodal metadata 

storage, allowing a rich design experience in high level tools like the OpenInterface IDE[4]. 

The protocol is also able to use specific protocols, acting as a component directory to network 

services. It does not try to replace existing protocols, but to complement them with new 

features and lessons learned on the multimodal application development process. 
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4 Data Types 

Number Name Type Code Size/Format 

1 Byte Numerical B 8 bits signed 

2 Unsigned 

Byte 

Numerical b 8 bits unsigned 

2 Short Numerical X 16 bits signed 

3 Integer Numerical I 32 bits signed 

4 Long Numerical L 64 bits signed 

5 Short 

String 

Literal s Unsigned byte + 8-bit character sequence (ASCII) 

6 Char Literal C 8 bits unsigned 

7 Double 

Char 

Literal D 16 bits unsigned 

8 Long 

String 

Literal S Integer + 8-bit character sequence (ASCII) 

9 Wide 

String 

Literal W Integer + 16-bit double character sequence (UTF-

16) 

10 Array Any A Field Type + Short number of elements + data 

11 Record Any R Short number of fields +  

Field 1 Type ... Field N Type + data 

Table 1 – Data Types 

All compatible implementations must be able to handle at least the Long field and all field 

types of the events it needs to consume and/or produce. All other types are optional if not 

used by the component. A Multimodal Hub implementation must support all field types, 

except Record, Double Char and Wide String (considered optional, as they are not required 

for message routing). 

If an event need to send floating point numbers, the type Short String should be used. This is 

necessary because the IEEE754 Floating Point Format does not specify the byte order to be 

used on floating point representation, leading to incompatibilities and problems outside the 

scope of this document. 

All communications should use the network byte ordering (big-endian). 
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5 Standard Message Header 

Sequence Name Type 

1 UCID – Unique Component Identification Long 

2 Device ID Long 

3 Event ID Long 

Table 2 - Standard Message Header 

The Standard Message Header should be sent with all messages. It contains three fields of 

type Long: UCID, Device ID and Event ID. The Standard Message Header is shown on Table 

2. 

UCID – Unique Component Identification. This is a unique number, like an IP address, but 

network and protocol independent. The UCID is generated by the Multimodal Hub after 

component registration. The UCID in the Standard Message Header is always from the source 

component, it specifies which component generated that event message. A standard network 

address cannot be used in this case, due to the network protocol independence of the messages 

in the Multimodal Middleware Protocol. The UCID is unique for each Multimodal Hub and it 

is independent of the network protocol used by the component to connect with the hub. This 

number is also used when forwarding messages to a destination component. 

Device ID – This number identifies the type of device. Device ID is the device identification 

number, being shared by all devices of the same manufacturer and model. The Device ID 

identifies the type of hardware or software component used to generate the message. 

Example: Mouse, Keyboard, Temperature sensor, Gesture Recognizer, etc. 

Event ID – Unique number identifying the type of event generated. The Event ID is the key 

element of message routing in the Multimodal Hub. The Event ID is used to classify the 

messages based on their format and to dispatch these events to components able to receive 

this type of information. 

The UCID of a component is generated at runtime by the Multimodal Hub. Device ID and 

Event ID must be pre-allocated in the component repository before being used. The number 

allocation is explained in the next section. 

When messages are used in streaming protocols, like TCP, a Long field with the size of the 

message in bytes should prefix the Standard Message Header. This field should be removed 
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by the network server of the streaming protocol before sending the message to routing or 

processing. 

Example transmission using the TCP protocol: 

The client component sends to the Multimodal Hub, prefixing the Standard Message Header 

with an extra long field to indicate the message size in bytes: 

Message Size UCID Device ID Data 

0 1 2 n 

The Multimodal Hub receives the message and removes the extra field. 

UCID Device ID Data 

1 2 n 
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6 Numbers Allocations & Component Repository 

The Multimodal Middleware Protocol depends on unique number identifiers to work 

properly. The Component Repository is located at 

http://dolak.dcs.gla.ac.uk:8080/OIRepository/. It is used to assign new Event ID and Device 

ID numbers and to keep a standard database of devices and events. This database will be used 

only for informational purposes, although higher level applications like IDEs and the 

Multimodal Browser could use this information in the future. 

6.1 UCID 

The UCID is the standard key for message routing, as the Multimodal Hub can serve different 

network protocols with different addressing mechanism and formats. A unique and network 

protocol independent number is needed; otherwise a component address would be lost 

between protocol boundaries.  Each device will receive a Unique Component ID. This UCID 

will be generated by the Multimodal Hub during component registration and will be unique 

for each execution. The same device can receive different UCID numbers in different 

sessions. UCID must not be cached at client side. During component registration, the UCID 

of a component will be unknown, in this case, a UCID zero (0) should be used, please see 

details about this on sections 7.1.1 and 7.1.2. As the UCID is generated during runtime, the 

Component Repository does not need to register it. 

6.2 Device ID 

Each device should use a pre-assigned Device ID. The Device ID will be the same for all 

devices of the same kind like mice, keyboards, scanners, cameras, joysticks, temperature 

sensors, gesture recognizers, etc. The Component Repository includes a facility to record and 

assign unique numbers to new devices. 

6.3 Event ID 

Each type of event should use a unique Event ID. Equal event IDs must only be used for 

event interoperability, i.e., events with the same message format. The Multimodal Hub uses 

the Event ID as a key to route messages to different devices. New events must be defined and 

registered using the Component Repository.  

 

http://dolak.dcs.gla.ac.uk:8080/OIRepository/
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7 Standard Events 
The Standard Events are the basis of the protocol. These events must be implemented by 

components and the Multimodal Hub, as specified in each event description. For brevity, the 

UCID and the Device ID fields were not included in the tables below, but they must be sent in 

all messages, as part of the Standard Message Header. 

7.1.1 Component Registration 

After connecting to the Multimodal Hub, the component must send a Component Registration 

Message. 

Sequence Name Type Value 

3 Event ID Long 0xF000:0000 

4 Produces Array - Long  

5 Consumes Array - Long  

6 Name Short String  

7 Protocol Version Short String 1.0 

8 Repository ID Long  

9 Capabilities Long  

Table 3 - Component Registration event 

Produces: list of all event IDs this component is able to produce. This list must not include 

the standard events IDs. 

Consumes: list of all event IDs this component is able to consume. This list must not include 

the standard events IDs. 

Name: the component name. This field is only used for presentation purposes, being shown in 

component listings, for example. 

Protocol Version: the protocol highest version supported by this component. 

Repository ID: the identification number of this component in the Component Repository. 

This number must be 0 (zero), if this component if not intended for production use. Some 

Multimodal Hub implementations can refuse connections of components not registered in the 

Component Repository. 

Capabilities: bit mask with the protocol capabilities supported by this component. The list of 

capabilities can be seen on Table 4 below. 
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Value Capability 

1 Error Notification 

2 Metadata 

4 Direct Connections 

Table 4 – Capability support 

Notes: 

 During component registration, the first message should be sent with UCID 0 

(zero). Further requests should be made with the UCID assigned by the 

Multimodal Hub in the Registration Confirmation and Subscription Updates. 

 UCIDs must not be cached between sessions or hubs. 

 A component must not send other messages to the Multimodal Hub until a 

Registration Confirmation and Subscription Updates message (7.1.2) is received. 

 The Component Registration message can be resent if the Multimodal Hub does 

not respond within 15 seconds. 

7.1.2 Registration Confirmation and Subscription Updates 

The Multimodal Hub replies the Component Registration message with a Registration 

Confirmation and Subscription Updates message. As state in its name, this message serves to 

two purposes: 

1. Registration Confirmation: sent to confirm the reception of the Confirmation Message 

and to communicate possible event suppliers or clients based on the event list sent on 

the first message. 

2. Subscription Updates: sent every time a component connects or disconnects from the 

Multimodal Hub. This message can also be sent when the routing rules are changed or 

just as a keep alive message. The keep alive message is sent if the number of seconds 

since the Multimodal Hub received a message from this component is larger than the 

time to live. 
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Sequence Name Type Value 

3 Event ID Long 0xF000:0001 

4 UCID Long  

5 Suppliers Array - Long  

6 Clients Array - Long  

7 Time to Live Long  

8 Multimodal Hub Version Short String  

9 Multimodal Hub Provider Short String  

10 Multimodal Hub Protocol Version Short String  

Table 5 - Registration Confirmation and Subscription Update event 

UCID: UCID number assigned by the Multimodal Hub to this component. This UCID should 

be used on all subsequent messages. 

Suppliers: list of event IDs produced by other components already connected to the 

Multimodal Hub that can be supplied to this component. This list contains the list of events 

that can be produced by other already registered components. 

Clients: list of event IDs produced by the component that already have consumers registered 

with the Multimodal Hub. This list contains the list of events this component must produce. 

This list is computed based in the match of events this component can produce with the list of 

components that can consume these events. 

Time to Live: duration of the subscription in seconds. Before expiration, the Multimodal Hub 

will send another message renewing the subscription. 

Multimodal Hub Version: implementation version number. 

Multimodal Hub Provider: implementation provider name. 

Multimodal Hub Protocol Version: highest protocol version number supported by the 

Multimodal Hub implementation. 

 

Notes: 

 This message is sent to components by the Multimodal Hub as a response to the 

Component Registration Message (7.1.1). 

 This message is sent by the Multimodal Hub when: 

o New components connect 

o Component disconnections 

o Event subscription changes 
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o Rules change 

o Timeout and Keep alive messages 

 Components must wait this message before sending events to the Multimodal Hub, 

except the Component Registration Message (7.1.1). 

 This message contains the UCID to be used by the component that requested 

registration. Component implementations must always replace their UCID numbers 

with the one provide in this message. 

 Component registration is complete when this message is received by the component 

being registered. 

7.1.3 Metadata Request 

Components can request additional information about their components in the network. As 

component metadata is a complex subject addressed by different standards, the Multimodal 

Middleware Protocol only includes a mechanism to query metadata, letting the metadata 

format itself to be defined in other standards, allowing the reuse of already defined formats. 

Sequence Name Type Value 

3 Event ID Long 0xF000:0002 

4 Type Integer [0] – Supported 

Formats Listing 

[1] – ESF 

[2] – OIMDL 

[3] – OICDL 

[4] – EMMA 

[5] – VoiceXML 

[6] – InkML 

5 Destination UCID Long  

6 Query Long String  

Table 6 - Metadata Request event 

Type: specifies the data format to be used in the metadata response. New XML formats can 

be added to this list, after being registered on the Component Repository.  

Destination UCID: the component that should answer this query 

Query: optional field containing a string representation of the query. The query format should 

be compatible with the requested answer format. An empty query should be interpreted as a 

transfer request of the entire metadata file. The W3C XQuery standard should be used where 

possible. 
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7.1.4 Metadata Response 

Sequence Name Type Value 

3 Event ID Long 0xF000:0003 

4 Type Integer [0] – Supported 

Formats Listing 

[1] – ESF 

[2] – OIMDL 

[3] – OICDL 

[4] – EMMA 

[5] – VoiceXML 

[6] – InkML 

5 Response Long String  

6 Error Code Integer [0] – OK 

[1] – Format Not 

supported 

[2] – Bad query 

[3] – Busy 

[4] – Internal Error 

[5] – Not available 

[6] – No query 

support 

Table 7 - Metadata Response Event 

Type: states the metadata response format, should be the same as the format requested in the 

metadata request message (7.1.3). 

Response: the query result in the requested format. In case of error, it may contain a printable 

error message. 

Error Code: this field states the result of the request operation. Valid values are: 

0 – OK: when the format and the query were valid and without errors. 

1 – Format not supported: the requested type is not available 

2 – Bad Query: syntax errors in the query or wrong query format 

3 – Busy: the component is busy and cannot answer this query now 

4 – Internal Error: an unexpected error occurred 

5 – Not available: the component does not support metadata operation at all 

6 – No query support: queries are not supported, only full metadata transfers are 

available 
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Note: 

The Multimodal Hub must reply on behalf of components that do not support metadata 

operations, as declared on their capability field during the Component Registration 

(7.1.1). 

7.1.5 Direct Connection Request 

For many multimodal interaction components, a direct connection to each other can be the 

best way to transfer data like sound or video and to profit from well established standards. An 

example of this is the transfer of files using the HTTP protocol or making a Voice Over IP 

call using SIP. 

Sequence Name Type Value 

3 Event ID Long 0xF000:0004 

4 Destination UCID Long  

5 URI Long String  

6 Supported Protocols Array – 
Short String 

 

Table 8 - Direct Connection Request event 

Destination UCID: the destination component UCID where a direct connection will be 

requested. 

URI: a resource indicator to the resource where the direct connection should be made. 

Supported Protocols: a list of strings with the supported protocols names. Example: sip, 

rtvp, http. This list should be kept compatible with schema names, as defined by IANA. 

7.1.6 Direct Connection Response 

Sequence Name Type Value 

3 Event ID Long 0xF000:0005 

4 List of URLs Array – Long 
String 

 

5 Error Code Integer [0] – OK 

[1] – Not supported 

[2] – Busy 

Table 9 - Direct Connection Response event 

List of URL: the list of supported URLs for direct connections. This list should consider the 

Supported Protocols field, sent on the Direct Connection Request message (7.1.5). 
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Error Code: 

0 – OK – Direct connections are supported and the list of available URLs was 

returned successfully. 

1 – Not Supported: the component does not support direct connections at all 

2 – Busy: a new direct connection could not be provided now 

Note: 

The Multimodal Hub must reply on behalf of components that do not support direct 

connections, as declared on their capability field during the Component Registration 

(7.1.1). 

 

7.1.7 Disconnection Notification 

The Disconnection Notification message must be sent when the Multimodal Browser 

shutdowns or when a component is stopped. 

Sequence Name Type Value 

3 Event ID Long 0xF000:0006 

4 Reason Integer [0] – Shutdown 
[1] – Energy saving 
[2] – Failure 
[3] – Fatal error 
[4] - Reconfiguration 

Table 10 - Disconnection Notification event 

Reason: the cause of the disconnection. 

This event informs the Multimodal Hub or a component that it is not registered anymore. If 

this message is received by the Multimodal Hub, it must remove the component from the 

available component lists and update all components with new subscriptions lists. 

Notes: 

 If a component needs to restart, it must follow the same procedure as a new 

component. 

 After the Disconnection Notification message is received, the UCID of the component 

being disconnected must not be used again, neither by Multimodal Hub nor the 

component. The Multimodal Hub must not assign it to another component. The 

component must not send messages using the previously assigned message with this 

UCID. An exception for the UCID reuse is made for the Multimodal Hub, once the 
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maximum number for valid UCIDs is reached (2
63

-1), the next UCID can be the first 

one after UCID 1 that is not in use. 

7.1.8 Status Notification 

Sequence Name Type Value 

3 Event ID Long 0xF000:0007 

4 Status Code Integer [0] – OK 

5 Printable Byte [0] – No 
[1] – Yes 

6 Log Severity Byte [0] – None (don’t log) 
[1] – Debug 
[2] – Warning 
[3] – Error 
[4] – Fatal 
[5] – User attention 

7 Message Long String  

Table 11 – Status Notification event 

Status Code: This field is used to send a numeric code to the Multimodal Hub logging 

facility. 

Printable: states if the message is printable (text) or not (binary). Printable messages can be 

logged as standard text. Non printable messages may be encoded before logging. 

Log Severity: tells the severity of the event. 

[0] – None (don’t log) – don’t record this message in permanent storage 

[1] – Debug – log this message only if debugging 

[2] – Warning – log as a warning message 

[3] – Error – log as an error 

[4] – Fatal – log as a fatal error 

[5] – User attention – must be shown to the user, probably requesting user 

intervention. It must be logged on permanent storage. 
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7.2 Implementation level 

Event Source Destination 
Implementation Level 

Hub Component 

Component 

Registration 
Component Hub MUST MUST 

Registration 

Confirmation & 

Subscription 

Update 

Hub Component MUST MUST 

Metadata Request Any Any SHOULD CAN 

Metadata Response Any Any SHOULD CAN 

Direct Connection 

Request 
Any Any N/A CAN 

Direct Connection 

Response 
Any Any N/A CAN 

Disconnection 

Notification 
Hub Component MUST MUST 

Status Notification Any Any MUST SHOULD 

Table 12 – Implementation level 
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8 Event Specification Format (ESF) 

All events must be specified in XML format. XML data is not used for message exchange by 

the protocol, except if an event uses a Long String field to represent a XML file. The Event 

Specification Format (ESF) is specified to provide a standard way to store and exchange event 

format information. XML processing in the Multimodal Hub is implementation dependent 

and can be provided only on higher level applications or special components. 

Example: 
<?xml version="1.0" encoding="utf-8"?> 

<!DOCTYPE esf SYSTEM "mmp.dtd"> 

<esf> 

  <event id="1" description="Cursor Interaction"> 

    <field name="DeltaX" type="Long"/> 

    <field name="DeltaY" type="Long"/> 

    <field name="Button" type="Long"/> 

    <field name="Pressed" type="Long"/> 

  </event> 

  <event id="2" description="Voice Command"> 

    <field name="RecognizedSentence" type="LongString"/> 

    <field name="SentenceScore" type="LongString"/> 

    <field name="FrameIndex" type="Long"/> 

  </event> 

</esf> 

The Document Type Definition – DTD is provided: 
<!ELEMENT esf (event+)> 

<!ELEMENT event (field+)> 

<!ELEMENT field (#PCDATA)> 

<!ATTLIST event id CDATA #REQUIRED> 

<!ATTLIST event description CDATA #REQUIRED> 

<!ATTLIST field name CDATA #REQUIRED> 

<!ATTLIST field type 

(byte|short|integer|long|shortstring|char|doublechar|longstrin

g|widestring|record|array) #REQUIRED> 
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9 Multimodal Hub 
The Multimodal Hub is the main component in the Multimodal Middleware Protocol 

Architecture. The Multimodal Hub is an especial component in this architecture in charge to 

coordinate the communication among all the components of the network. The Multimodal 

Hub has no specific user interface by itself. 

The Multimodal Middleware Protocol Architecture contains components interconnected by 

one or many networks and managed by the Multimodal Hub. These components can produce 

and consume events. The role of the Multimodal Hub is to decide which events should be 

forwarded to which component, like a traffic controller. Events are the name used in the 

Multimodal Middleware Protocol to the messages sent by a component to the hub with 

information or data collected from a real device or from another component. The Multimodal 

Middleware Protocol Architecture can be seen on Figure 2. As you can see in the picture, all 

components are directly connected to the Multimodal Hub. This central position is why it is 

the most important component of the network. 

 

 
Figure 2 – Multimodal Middleware Architecture Overview 

 

A component can be exemplified as a standard input or output device. A mouse component 

can be in charge to capture the information from the mouse and forward this information 

using events. In this case, the mouse component will produce mouse events. These events will 

be sent to the Multimodal Hub which decides the destination component where it will forward 

the event. In the same example, consider a game that consumes mouse events. The 
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Multimodal Hub would receive events generated by the mouse components and forward them 

to the game component. 

 

The Multimodal Hub can be split in four major parts or modules: Component Management, 

Routing, Rule Processing and Network Protocol Servers. These parts can be seen on Figure 3. 

 

9.1.1 Component Management:  

The component Management module is responsible to coordinate the component registration 

process, including the list of produced and consumed events. As new components connect to 

the hub, this list must be updated with his list of events. All components that were connected 

before receive a Subscription Confirmation Message to update their own lists. This 

Subscription Confirmation Message updates the component event table, informing if the 

component has consumers for the events he produces (clients). The Component Management 

part is also responsible for storing information about each component as name, device 

identification number and to assign a new UCID. More details about UCID will be provided 

in the routing part. 

 
Figure 3 – Multimodal Hub main parts 

The Component Management must also update the list of connected components when it receives a 

Disconnection Notification message. It is also responsible for sending Disconnection Notification messages to 

all components when the Multimodal Hub is stopped. 
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9.1.2 Routing 

This part is in charge to redirect received messages to the right components. The routing part 

combines the information received during Component Registration to build dynamic lists for 

event distribution. These lists are like network routes from one component to another. As the 

nature of the data of each event is not known by the Multimodal Hub, the Routing part must 

take all routing decisions based on the Standard Message Header information: UCID, Device 

ID and Event ID. The standard message header can be seen on Figure 4.  

 

 

 
Figure 4 – Multimodal Middleware Protocol – Standard message header 

9.1.3 Rule Processing 

The Rule Processing module interprets the current Multimodal Hub configuration and 

generates a set of compiled rules. This process builds the internal structures needed by the 

Multimodal Hub to perform a fast routing of messages and to decide where to send a specific 

message. The Rule Processing module is responsible for the organization of these rules in 

memory, as well as for replacing the actual set of rules with a new one without a restart. The 

Rule Processing module enables the dynamic configuration of the rule set during runtime, 

enabling the end user to experiment new configurations instantly. 

Every time the configuration rules change, a Subscription Update message must be sent to all 

connected components. 

 

9.1.4 Network Protocol Servers 

To support different network protocols, the Multimodal Hub implements different servers for 

each protocol. 
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The Network Protocol Server module provides a standard bus that connects components even 

if they are not able to use the same protocol. In fact, the Multimodal Hub becomes a 

transparent component to other components, building the component network as if the 

components where directly connected. This situation can be seen on Figure 5. 

 

 
Figure 5 – Multimodal Hub bus 

 

This virtual bus permits the simplification of the components code. As the protocol was 

designed to be used in devices with low resources, to be simple is the rule. The Multimodal 

Hub simplifies the code needed to implement each component isolating most complex parts 

of the code internally. For example, the server side implementation of most protocols requires 

expensive features as multithreading, timing and multiple clients support. The use of the 

Multimodal Hub also permits the component to be used by different protocols like TCP and 

UDP, even if the component supports only one protocol by itself. This cross-protocol 

interconnection is made by the Multimodal Hub. To exemplify this cross-protocol 

communication, consider the example of the mouse and the game component used before. 

The mouse component could send its events using UDP. The game component could be 

connected to the hub using TCP. Neither the mouse nor the game component needs to know 

the protocol used by each other, since they should be only concerned to connect to the 

Multimodal Hub. This feature also avoids the need to implement different versions of the 

same component to support different protocols or to support more than one protocol in the 

same component. For the component developer this is also an advantage, especially because 

the component code is provided in a standard library. 



IST - 35182 D7.1 Specification of proposed extensions 

 

 

 

Page 30 of 42 

 

9.1.5 Standard Rules 

The standard rules of the Multimodal Browser are to connect producers to consumers based 

on their event IDs. This is called the standard behaviour of the Multimodal Hub, allowing fast 

connections among components based on their event IDs. For this case, you don’t need any 

special configuration file. The Multimodal Browser will forward all messages received from 

producers to consumers as soon as they connect.  

When a component connects to the Multimodal Hub, it informs the list of events it is able to 

produce and the list of events it can consume. The Multimodal Hub keeps this list in memory 

and evaluates both lists for each new component.  

 

Sequence Component Produce Consume Message Flow 

1 A 1 None None 

2 B None 2 None 

3 C 2 None C(2) Ą B(2) 

4 D 2 1 C(2) Ą B(2) 

D(2) Ą B(2) 

A(1) Ą D(1) 

Table 13 – Component Message Flow over time 

 

In Table 13, a sequence of connections is shown over time. Consider each row as a new 

component connection and the sequence column their order in time. The component column 

has the name of the component, Produce and Consume have the list of events the component 

announces to produce and consume respectively. The Message Flow column presents the 

direction of the message flow between components with the event producing component at 

the left side and the event consuming component at the right side. The event ID is shown on 

both sides in parenthesis. 

When the component A connects, it announces it is able to produce events with ID 1 and that 

it cannot consume any events. At this time, only component A is connected to the Multimodal 

Hub, there is no message flow, as a producer consumer pair was not matched yet. 

In sequence 2, component B connects, producing no events, but consuming events with ID 2. 

Now we have two components connected, but as component A does not produce something 

component B can consume and vice-versa, there is no message flow. 

When component C connects, at sequence 3, it announces to produce events with ID 2. The 

Multimodal Hub process his lists of produces and consumers and detects Component B is a 

consumer of events with ID 2. The Multimodal Hub then forwards all events from component 
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C with event ID 2 to component B, as they match. Component A is available, but without any 

messages coming from or going to it. 

Then component D connects. It announces it produces events with ID 2 and consumes events 

with ID 1. The Multimodal Hub detects component A produces events with ID 1 and that 

component B consumes events with ID 2. The message flow is updated to continue sending 

messages from component C to component B, but now to include events from component D 

to component B and from component A to component D. 

The algorithm used repeats these searches every time a new component connection or 

disconnection is detected. This enables the Multimodal Hub and the Multimodal Browser to 

adjust the message flow, independently of the order of the connections. The final state will 

always be the same and it is not affected by the order the components connected to the 

Multimodal Hub. 

Although useful for simple setups, this behaviour is not always desirable. In the same 

example, the user can prefer to use the component D as his main source of events to B. 

Sometimes to block an event from a specific component can be very useful too. These 

features are implemented using configuration files, explained in the next parts. 

9.1.6 Configuration File Format 

The Domain Type Definition (DTD) of the rules configuration file is listed below: 

<?xml version="1.0" encoding="UTF-8"?> 

<!DOCTYPE userconfig [ 

<!ELEMENT userconfig (user, config, unknowdevices, 

assigninstances, devices+)> 

<!ATTLIST user name CDATA #REQUIRED> 

<!ATTLIST config name CDATA #REQUIRED> 

<!ATTLIST unknowdevices default (on|off) #REQUIRED> 

<!ATTLIST assigninstances mode (on|off) #REQUIRED> 

<!ELEMENT devices (device+)> 

<!ELEMENT device (produces*, consumes*)> 

<!ELEMENT produces (event+)> 

<!ELEMENT consumes (event+)> 

<!ATTLIST event id CDATA #REQUIRED> 

<!ATTLIST event device CDATA #IMPLIED> 

<!ATTLIST event instance CDATA #IMPLIED>  

]> 

 

An example of valid configuration file is presented below: 
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<?xml version="1.0" encoding="UTF-8"?> 

<userconfig> 

    <user name="User Name"/> 

    <config name="Config Name"/> 

    <unknowdevices default="on"/> 

    <assigninstances mode="off"/> 

    <devices>         

    <device id="1" instance="0"> 

        <produces> 

            <event id="1" device="2" instance="0"/> 

        </produces>             

        <consumes> 

            <event id="3" device="4" instance="0"/> 

        </consumes> 

    </device> 

    </devices> 

</userconfig> 

 

The userconfig tag represents a configuration unit, containing all other tags.  

The user tag specifies the name of the user and it is used for identification purposes. The 

config tag has the name of the configuration as assigned by the end user. These tags can be 

used by advanced configuration editors to help users to find configuration sets for specific 

tasks or applications. 

The unknowdevices tag specifies the behaviour of devices not listed in the configuration file. 

In the default attribute off indicates that devices not included in the configuration file should 

be blocked completely. On indicates they should not be blocked and allowed to participate in 

the standard behaviour of producers and consumers match lists. 

The assigninstances sets how the Multimodal Browser should handle when more than one 

device of the same ID is actually connected. If the mode attribute is set to on, a unique 

sequential number must be assigned to each device. The first connected device of a device ID 

will receive instance 0 and the second on instance 1, and so on. If set to off, no instance 

assignment will be supported and this will consider instance 0 for all devices with the same 

device ID. 

The devices tag is the holder of the rules of all other devices in this configuration. All devices 

should be described between the <device> and </devices> tags. Please pay attention to the 

fact devices and device are different tags. 
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Each device should be specified in his own device tag. The device tag has two attributes id 

and instance. The id attribute specifies the device ID to match with this device. The instance 

has the number of the instance to match, allowing devices of the same ID to have different 

rules. Example: 

 

    <device id="1" instance="0"> 

 

This example specifies that event rules are to be used by a device with id equals to 1 and 

instance 0. 

The produces tag embraces the event list of rules to be applied when producing events. The 

consumes tag embraces the event list of rules to be applied when consuming events. This 

separation is needed to specify producing and consuming event filtering lists. Either 

consumes and produces tags use the event tag to describe consuming and producing rules. An 

important concept to understand is that producing rules are evaluated when the device is the 

source of the event being processed and that consuming rules are evaluated when the device is 

the destination of the event being processed. This fact will be further explained in the section 

9.1.7. 

The event tag has three attributes. The id attribute is obligatory and the other two are optional. 

The instance attribute can only be specified with a device attribute, becoming invalid if used 

alone.  

For example, the following event id configuration matches all events with ID equal to 1 and 

ignores the device ID or the instance number: 

 

<event id="1" /> 

 

The next event ID configuration matches only events with ID equal to 1 and device ID equal 

to 2: 

 

<event id="1" device="2" /> 

 

The next event ID configuration matches only events with ID equal to 1, device ID equal to 2 

and instance equal 0: 

 

<event id="1" device="2" instance="0"/> 

 



IST - 35182 D7.1 Specification of proposed extensions 

 

 

 

Page 34 of 42 

 

From the first example to the third one, the rules became stricter. 

9.1.7 How Rules are processed 

Every time the Multimodal Hub receives a new message, it checks if this message is 

permitted or not in the actual rule set. The message is forwarded if the rule set allows the 

message to be sent. Otherwise, the Multimodal Hub drops the message before forwarding to 

the destination component. 

During the rule evaluation phase, the Multimodal Hub needs to approve or deny a message 

based in the actual configuration. This decision is made taking the following input variables: 

event ID of the message received, source device ID and destination device ID.  

The rules are evaluated in two levels: source and destination. As a general rule, if no 

restrictions for the event are found for the device, it will accept the message or pass it to the 

next level, if available. If the device itself is not listed in the configuration being used, 

messages will be accepted when the unknowdevices default attribute is set to on or rejected if 

it is set to off. The source device producing rules are evaluated fist and then the destination 

device consumes rules. If the message fails in one level, the message must not be delivered. 

When the message is received, the Multimodal Hub verifies if the source device specifies any 

restrictions for producing messages. If no restrictions are found, the Multimodal Browser will 

continue to the evaluation of destination rules. Otherwise, it will check if this event ID is 

present in the produces rule set of the source device. If the event ID is not present, the 

message is rejected as the source is not allowed to produce this kind of message. If the event 

ID is present the message is accepted to be evaluated in the destination level. The event ID 

can be also present and specifying a device ID, in this case the Multimodal Hub will try to 

match the destination device ID with the device ID specified in the rule. 

In the destination level, the Multimodal Hub verifies if the destination device specifies any 

restriction for consuming messages. If no restrictions are found, the Multimodal Hub will 

accept the message. Otherwise, it will check if this event ID is present in the consumes rule 

set of the destination device. If the event ID is not present, the message is rejected as the 

destination is not allowed to consume this kind of message. If the event ID is present, the 

message is accepted. The event ID can be also present and specified with a device ID, in this 

case the Multimodal Hub will try to match the source device ID with the device ID specified 

in the rule. 
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Message Flow 

C(2) Ą B(2) 

D(2) Ą B(2) 

A(1) Ą D(1) 

Table 14 – Message flow generated by the standard behaviour 

 

In the message flow presented on Table 14, components C and D are sending events with ID 2 

to component B. If the user decides to only use events from C, he will need to define a set of 

rules in his configuration. Using the components Device ID defined on Table 15. The 

configuration file below can be used to only accept events ID 2 from component C. 

 

<? xml  version = "1.0"  encoding = "UTF-8" ?>  

< userconfig >  

    < user  name = "SuperUser" />  

    < config  name = "Only from C" />  

    < unknowdevices  default = "on" />  

    < assigninstances  mode = "off" />  

    < devices >          

    < device  id= "2"  instance = "0" >  

        < consumes >  

            < event  id= "2"  device = "3" />  

        </ consumes >  

    </ device >  

    </ devices >  

</ userconfig >  

 

Component Device ID 

A 1 

B 2 

C 3 

D 4 

Table 15 – Components Device ID 

 

The following lines were used to specify that the device with ID 2 (component B) will only 

consume events with ID 2 from device ID 3 (component C). 

    < device  id= "2"  instance = "0" >  

        < consumes >  

            < event  id= "2"  device = "3" />  

        </ consumes >  

    </ device >  
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10 Suggested events for interaction devices 
These event formats were defined during the OpenInterface STREP Project. Although not 

definitive, they represent an example set of how to define new events. 

10.1.1 Cursor Interaction 

Sequence Name Type Value 

3 EventID Long 1 

4 AbsoluteX Integer  

5 AbsoluteY Integer  

6 MaxX Integer  

7 MaxY Integer  

8 Button Integer  

9 Pressed Integer  

Table 16 - Cursor Interaction event 

10.1.2 3D Accelerometer Data 

Sequence Name Type Value 

3 EventID Long 2 

4 AccX Integer  

5 AccY Integer  

6 AccZ Integer  

Table 17 – 3D Accelerometer Data 

10.1.3 SHAKE Navigation Event 

Sequence Name Type Value 

3 EventID Long 5 

4 Nav Integer  

Table 18 - SHAKE Navigation Event 
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10.1.4 SHAKE Vibration 

Sequence Name Type Value 

3 EventID Long 6 

4 Profile Integer  

5 Address Integer  

Table 19 - SHAKE Vibration Event 

10.1.5 SHAKE Set Output Rate 

Sequence Name Type Value 

3 EventID Long 7 

4 Output Rate Integer [0-30] 

Table 20 - SHAKE Set Output Rate Event 

10.1.6 SHAKE Upload Vibration 

Sequence Name Type Value 

3 EventID Long 8 

4 Upload address Integer [0-255] 

5 Vibration Samples Array 
Integer 

(speed 0-255, 

time 0 - 255) 

 

Table 21 – SHAKE Upload Vibration 
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10.1.7 GPS Information 

Sequence Name Type Value 

3 EventID Long 9 

4 Latitude Short String  

5 Longitude Short String  

6 Altitude Short String  

7 HAccuracy Short String  

8 VAccuracy Short String  

9 Speed Short String  

10 Course Short String  

11 CartesianX Short String  

12 Cartesian Y Short String  

13 CartesianZ Short String  

14 StringRepresentation Long String  

Table 22- GPS Information 

10.1.8 GPS Status 

Sequence Name Type Value 

3 EventID Long 10 

4 Status Short String  

5 MoreInfo Short String  

Table 23 - GPS Status 
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11 Sample Session 

11.1 Component Registration 

 

 Component  Multimodal Hub 

 Component Registration 

 [0xF000:0000] 
Ą 

 

  
ă 

Registration Confirmation 

[0xF000:0001] 

  

 

 

 

... 

 

 

 

 

 Disconnection Notification 

[0xF000:0006] 
Ą 
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12 Conclusion 
Initially, existing standards were studied to find opportunities for extensions. This research 

allowed the identification of gaps in the existing standards. Most standards were built for a 

specific modality and the glue between components was always left out of scope. The study 

also pointed out an all or nothing approach of most standards, requiring complex 

implementations to fulfil their specifications. 

After facing the problem of developing multimodal applications on mobile phones, a new 

protocol proposal arose as a viable solution. The Multimodal Middleware Protocol was 

developed and tested on Nokia N95 mobile phones with success, even in a very restricted 

environment like Java Micro Edition. 

Existing solutions, as described on D7.3 Roadmap to standards [2], do not provide the 

features needed for multimodal application development. These protocols were very complex 

to be implemented on mobile devices or bond to a programming language or specific 

platform.  

The flexibility to change components during runtime, to filter, to translate and replicate events 

are very important in a multimodal application, even more during the development phase. The 

Multimodal Middleware Protocol implements all these features adding a wire level 

specification, implementation independent. 

The open source project that implements this standard is another key point. This initiative 

confirms the intention to extend and collaborate with the Multimodal community, keeping the 

protocol open for comments and to be further developed. 

The OpenInterface project provided the right environment for the development of this 

protocol. Academic and industrial partners, working close to each other, could develop a new 

protocol based on their common needs. Academic partners need flexibility to support 

experimentation and validation. Industrial partners wanted something capable to run on 

existing devices and to be incorporated in a real product. Although very different, these needs 

are very complimentary, providing a solid base for a common solution. 

The Multimodal Middleware Protocol was adjusted to be used in the work package 8 

validators. The use of the protocol enabled the implementation of a multimodal game and a 

large information space application. These two validators were essential to fine tuning the 

development of this proposal. 

Most successful protocols like http, sip and SMTP hold a common characteristic: they are 

extensible. The extensibility provides the freedom needed to adopt and keep these protocols in 
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use, even when used with devices and resources not imagined at the time they were written. 

The Multimodal Middleware Protocol was designed to be extended. New modalities can be 

added without changes in the core of the protocol. The Component Repository help these 

extensions to not break apart, publishing new components and allowing component reuse. 

OIMDL and OICDL provide a common exchange format that can be used by high level 

applications and to interact with the Component Repository. 

The Multimodal Middleware Protocol intends to fill the gap between multimodal 

architectures, allowing the use of existing standards where appropriate and defining a simple 

but extensible specification. 
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